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It’s not a ban: social media delay

World-leading Responsibility sits Holistic approach:

legislation with the platforms building digital
resilience




The harms are real

In an eSafety survey of 2,600 children aged 10 to 15:

0 Reported having used at least one
96% P 9

social media platform

7 in 1 O Encountered harmful material

1 i n 7 Experienced online grooming behaviour

From: Digital use and risk: Online Platform engagement among children aged 10 to 15. Published July 2025



Al
deepfakes
a serious
concern

NSW women targeted in predatory online image-
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EXCusve Vile photo requests online

u
porn plcs Teenagers selling nude deepfakes made

from class photos: new frontier of
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Taking action
against deepfakes

% Enforcement action against
nudify apps

Court orders $343,500 penalty

for posting deepfakes of Australian
women

© %\ Resources for enforcement
Z=4 agencies and educators




Emerging risks of deepfake technology

(2x) (98%)  (s49.5M)

Reports of digitally Success rate in removing Mandatory Phase 1
altered intimate images harmful content Standards (including civil
have more than doubled penalties of up to $49.5M)
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. . o 1in 10
SeXtOrthn Is 62 /0 adolescents have

surge experienced

a g rOWi n g in reports of sexual sexual extortion.

extortion targeting

p rO b I e m 13—15-year-olds

A form of blackmail involving o
threats to release intimate 1 ,300 /0
images, unless demands are met. Increase

in reports from young
adults and teens
since 2018
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Image-Based Abuse guide

Designate responsibility to principal and/or deputy T
Guide to resgorgding_gidudmg e
. i -based abuse, 1 -
Collect evidence image based
e X

Report to local police

Focus on student and staff wellbeing

Inform and involve parents and carers

E N < eSafetyCommissioner
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Notify eSafety




Al chatbots

The proliferation of Al chatbot apps
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Industry codes and standards

Phase 2 Codes Recently registered

Class 1A & Class 1B (RC) Class 1C and Class 2 « enterprise hosting service

- Child sexual exploitation material (X18+, R18+) * internet carriage services

* Pro-terror . . * Online .porrlwography and ) T ey T I e
« Extreme crime and violence other high impact content

« Crime and violence  app distribution services

* Drug-related content « device manufacturers

* search engine services

* social media services

* messaging
@ @.  relevant electronic services
» designated internet services

Enforcement
underway

In progress




These codes are working already

CourieraMail

Win for grooming victims

Stores remove chat app used by pedophiles

Chat app OmeTV has been banned in Australia
after predator warnings

EXCLUSIVE
JulieCross

The exploitation of children,
including a 14-year-old Quee-
nsland girl, has forced Apple
and Google to bow to Austra-
lian pressure and remove a
popular chat-roulette-style
app from their online stores

.
he Australian eSafety
ion is the

5

additional powers to protect
children from online harm,
and k down on pro-terror-
ist and violent extremism con-
tent.

e move to act against
OmeTV — an app which in-
stantly connects strangers
with random people world-

\-nde — came after Australian

armed pedophiles were

using it as a hunting ground
ctin

quarterei:[ in Portugal, did not

act on a form:l.l request by the

children.

At the Aus
tralian eSafety Commission
also wrote to tech ts Apple
and Google reminding them of
their own obliga 5 to pro-
tect children under the
Store Code and reques
they remove the app from the
platforms.

OmeTV was the lith most
downloaded app on Apple and
ninth most popular on Google.

The removal of the app — at
least until it can show better
protection measures — shows
how influential Australia’s on-
line regulato

OmeTV,

vear-old Queensland
victim, who was groomed and

image ot h.-rue]t to an
lian predato
she met via the app
blackmailed into
same for two of the man’s
friends.

“Once they had one photo,
they had leverage over her and
she was then forced to do other
things which were screen re-
corded,” the girl's dad said.

“We had talked to her about
keeping safe online, but all it
took was one momentary lapse
in 'Iudp,ﬁmem_

ety Commissioner Julie
Inman Grant said she was
pleased the tech giants com-
plied with the request as part of
their obligations under the App
Store Code
“OmeT s a deepl ¥
app that paired adul nd
children together randomly for

live video chat. and led to
grooming and sexual exploi-
tation of Australian children,

as well as others globally, so it
was appropriate for Apple and
Google to take action,” Ms
Inman Grant said.
“The service entirely failed
to engage with eSafety, despite
g a warning from us
g to comply with Aus-
tralian I but due to
the protec-
tions provided underthe co des,
the distribution channels for
th' angerous app have been

how the

work in practice

safety a the online indus-
try and protect children.”

issioner issued more
s, this time to fﬂlll'
o .pular Al companion p
ars requiring them t
how they are protecting

ren from exposure to a range of

harms, including sexually e
plicit conversations and images

Vile chat app booted

Australia's online watchdog
has forced Apple and Google
to remove a popular chat-
roulette style app from their
platforms, after predators
used it to connect and exploit
young children.

The eSafety Commission
took action after police
warned that pedophiles were
using OmeTV —an app that
instantly connects strangers
worldwide —asa hu

ind for victims.

The app's parent company
'‘Bad Kitty's Dad, LDA",
headguartered in Portugal,
did notact on a formal
request by the regulatorin
August tointroduce
protections. OmeTV was the
11th most downloaded app on
Apple and ninth on Google.

The removal of the app
shows how influential
Australia’s online regulatoris
globally. OmeTV could still
face fines of up to $49.5m.




Putting industry codes to work:
eSafety enforcement

August 2025

25/8/25

Luck runs out for
roulette-style video
chat app placing
Australian children at

Apps & Tech Books Interviews Comps m The Biz

Roblox commits to lift game to

risk . . .
protect kids from online grooming

SHARE #

under Australia’s world-leading
online safety codes and standards

Roblox commits to lift game to protect kids from online grooming under Australia’s world-leading

The fllrst‘regular report on child sexual . online safety codes and standardseSafety Commissioner
exploitation and abuse, and sexual extortion

| A baseline for online
matches strangers, ncluding adults and safety transparency

children is the subject of eSafety’s first
enforcement action under Australia’s Industry
Codes and Standards [4.

Popular online gaming platform Roblox has committed to introduce a new suite of safety measures
following concerns raised by Australia's eSafety Commissioner about child grooming risks on the
platform and its compliance with Australia‘s industry codes and standards.

The OmeTV app, through its parent company
‘Bad Kitty’s Dad, LDA, has received a formal
warning from eSafety for alleged breaches of
the Relevant Electronic Services (RES)
industry standard [4.

Basic Online Safety Expectations periodic reporting series

Australia’s eSafety Commissioner Julie Inman
rant has also written to tech giants Apple £ €3 esafetyCommissioner esafety.gov.au




The world is watching — what’s next?

Minister for Communications made rules on the types of platforms
excluded from the legislation (July 2025)

Ongoing Final report Guidelines Law takes effect
consultation from the independent  on the ‘reasonable 10 December

Age Assurance steps’ for service

Technology Trial providers

e



Putting

Education <= friction in the /‘/ Regulation
and digital (codes and
literacy Sy5tem standards)
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Safety by @ Complaints

design schemes

Social media age
restrictions



Australia is leading

&

Social media World-first industry Regulatory tools
minimum age bill standards and powers




eSafety can help

eSafety.gov.au

REPORT ABUSE

Industry

Twant help wi

Educators Young people Kids Women Seniors First Nations.

Need help dealing with violent or distressing online content? Leam more

Social media age
restrictions hu

The Australian Government is protecting young
Australians at a critical stage of their development,
through world-first social media age restrictions taking
effect on 10 December. Find information in this hub to
help you understand and prepare for the change.

Frequently asked
questions

Stakeholder
consultations

About the
restrictions

Find out the
how the restri
work.

Learn about the legislation

and key measures unde,

and the public.




‘ D eSafety
Commissioner

Australian Government

For more information visit

eSafety.gov.au
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