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Partnerships

Identify 
emerging risks and 

ensure industry 
minimises harm

Proactive and
systemic change

Protection

Operate regulatory 
and reporting 

schemes

eSafety’s
approach Provide evidence-based 

safety resources 
andprograms

Prevention

Three key
pillars
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World-leading 
legislation  

It’s not a ban: social media delay 

Responsibility sits 
with the platforms   

Holistic approach: 
building digital 

resilience 
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The harms are real

Reported having used at least one 
social media platform96%

Experienced online grooming behaviour1 in 7

In an eSafety survey of 2,600 children aged 10 to 15:

Encountered harmful material7 in 10

From: Digital use and risk: Online Platform engagement among children aged 10 to 15. Published July 2025
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AI 
deepfakes 
a serious 
concern
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Taking action 
against deepfakes

Resources for enforcement 
agencies and educators

Court orders $343,500 penalty
for posting deepfakes of Australian 
women

Enforcement action against 
nudify apps
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Emerging risks of deepfake technology

Reports of digitally 
altered intimate images 
have more than doubled 

2x
Success rate in removing 
harmful content 

98%
Mandatory Phase 1 
Standards (including civil 
penalties of up to $49.5M) 

Up to 

$49.5M 
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Sextortion is 
a growing 
problem 
A form of blackmail involving 
threats to release intimate 
images, unless demands are met.

1 in 10 
adolescents have 

experienced 
sexual extortion.

62% 
surge

in reports of sexual
extortion targeting
13–15-year-olds 

1,300% 
increase

in reports from young 
adults and teens 

since 2018
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Image-Based Abuse guide 
Designate responsibility to principal and/or deputy

Collect evidence    

Report to local police  

Focus on student and staff wellbeing  

Inform and involve parents and carers  

Notify eSafety 
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AI chatbots

Mandatory AI standards for protection

The proliferation of AI chatbot apps

Emotional attachment built in by design
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Class 1A & Class 1B (RC)
• Child sexual exploitation material
• Pro-terror
• Extreme crime and violence
• Crime and violence
• Drug-related content

Phase 1

Class 1C and Class 2 
(X18+, R18+)
• Online pornography and 

other high impact content 

Phase 2 Codes

Industry codes and standards

Recently registered
• search engine services 
• enterprise hosting service 
• internet carriage services  

Announcements to come
• app distribution services 
• device manufacturers 
• social media services  
• messaging  
• relevant electronic services  
• designated internet services

Enforcement 
underway In progress
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These codes are working already
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Putting industry codes to work: 
eSafety enforcement
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The world is watching – what’s next?

1

Ongoing 
consultation

Minister for Communications made rules on the types of platforms 
excluded from the legislation (July 2025)

Final report
from the independent 
Age Assurance 
Technology Trial

Guidelines
on the ‘reasonable 
steps’ for service 
providers

Law takes effect
10 December

2 3 4
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Putting 
friction in the 

system
Regulation 
(codes and 
standards)

Complaints 
schemes

Safety by 
design

Education 
and digital 

literacy

Social media age 
restrictions
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Australia is leading

Social media 
minimum age bill

World-first industry 
standards

Regulatory tools 
and powers
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eSafety can help
eSafety.gov.au



eSafety.gov.au

For more information visit
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